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Mr. William F. Canton
Acting Secretary
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1919 M Street NW
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RE: CC Docket 93-292

Dear Mr. Canton:
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I was thrilled to read the recent FCC Notice of Proposed Rulemaldng
concerning Toll Fraud. As the Telecommunications Manager for the City
ofProvo, a Utah community of 120,000, I am encouraged by the proposed
rulemaking. Even though we have taken each and every protective step
recommended by the IXC's and CPE vendors, we still experienced toll
fraud. I have sadly learned that it is impossible to secure any system from
toll fraud.

I firmly believe that PBX owners should not be responsible for l000!cJ of the
toll fraud, since we don't have 1000!cJ control. Our destiny is not only
controlled by QYI PBX security precautions, but· also by the .jnformatio~

services and· equipment provided by IXCs, LECs, and CPEs. The law
should reflect that.

It is preposterous to think that the IXCs, LECs and CPEs have absolutely
no legal obligations to even warn customers. It is galling to know, that
these service and equipment providers consistently receive payment for the
fraudulent calls made through equipment belonging to helpless PBX
owners, and in many cases -- full payment. Where is their incentive to stop
fraud? They appear to be much more concerned with limiting their liability.

CPEs should be required to provide warnings about the risks of toll fraud
with their equipment and provide recommended counter methods. It is
critical that CPEs sell equipment without default passwords which are well
known witmn the hacker community. Passwords should be created during
the installation of the equipment with the customers full knowledge. CPEs
should be required to include security-related hardware and software in the
price of their systems. When you buy a car, the lock and key are provided
in the design and price of the car. Not an adjunct that you :have to
purchase later. It is vital that the FCC establish a standard for caller
identification and require the IXCs and LECs·to pass this information. This
would simplify both the identification and prosecution ofhackers.

While the programs offered by IXCs, such as MCI Detect, AT&T
NetProtect and Sprint Guard have broken new ground in relation to



preventing toll fraud, they still don't do enough. Some of these services are
too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic
interchange service offerings, as all companies, large and small, are
vulnerable to toll fraud. If the IXCs were monitoring all traffic, toll fraud,
when it did occur, could be limited to hours instead of days. The FCC
should also consider requiring the LECs to offer monitoring services
similar to the IXCs, as hackers begin new methods of breaking in to
systems by using local lines instead of 800 numbers.

I applaud the provisions outlined in the NPRM on shared liability. They
are fair and equitable. Shared liability will require clear definitions of the
specific responsibilities of the CPE owner to secure their equipment, the
manufacturer to adequately warn the customer of the toll fraud risks
associated with features of the CPE, and the !XCs and LECs to o&r
detection and prevention programs and education services. If toll fraud
occurs and one of the parties should fail to meet these responsibilities and
prove to be negligent, then they should bear the cost of the fraud. I do not
believe any damages should be awarded to the aggrieved parties. Should
all parties have met the aforementioned responsibilities, and toll fraud
occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of
toll fraud and not the cause. The root of this insidious crime of toll fraud is
the hacker community. As the information highway widens, so do the
endless opportunities for hackers to compromise our communication
systems. I do not believe it when hackers state, they only 'hack' to gain
knowledge. If this were the case, there wouldn't be a toll fraud problem.
While it is the hacker who breaks in to the systems and sells the
information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch
and prosecute these criminals, toll fraud will continue to grow beyond the
$5 billion problem it is today. We must develop legislation that both
clearly defines and penalizes this criminal activity and gives law
enforcement the means to track and prosecute the perpetrators of toll
fraud.

Toll fraud is an illegal, fraudulent theft of service. I am sure that if we all
work together we can make a positive impact on this terrible problem.

Alan L. DeWitt
Provo City Corporation
Facility Services Division
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1919 M Street NW
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January 10, 1993

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Ru1emaldng concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each: and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for l00~ of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraUd.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
.default passwords which are well kn~Wi1 \\ithin the hacl:cr oommunity. Passwords should-be
created during the.installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in re1atioD to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring ill traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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As backers begin new methods of breaking in to systems by using local lines instead of SOO
numbers, the LEes should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and edue:ational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negliaent, then they should bear the cost of the
fraud. I do not believe any da.maaes should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be .
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud .,nd not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the S5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

<iH 14.w !'. ~fU,UI~
Dolores E. Zukauskas
Systems Coordinator
Bradley International Airport
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Director of
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January 10, 1994

Mr. willi.. F. Canton
Acting Secretary ,
Federal co..unicationsrCa-aission
1919 M street NW 1
Washington, D.C. 2055

RE: CC Docket 93-292-
Dear: Mr. canton:

'It::,was'wit~'F~t·,:int.~...t,··i 1.'-"~, dle,.~~,c.nt,Fce Motice of
P!:'DpOlial ltulaaJcing concernib9 Toll Fraud. As a , ,
teleeoaaunlcation*profe••ianal vbo is re.pOnsible tor my
cOllP&ny's c~icatioJ;1••y.t_, I,a. encoUraged by the
proposed rul_king becau.e'evan though I have taken each and
every protective step reco..ended by the IXC's and CPE vendors
to secure my syst..s, I can still experience toll fraud. It is
impossible to secure my syst•• lOOt from fraud.

PBX owners should not be responsible for lOot of the toll fraud
if we don't control loot of our de.tiny. Since our destiny is
not only controlled by our PBX security precautions, but also by
the information, servic.. and equipll8nt provided IXCs. LEes and
CPEs, the law lIhould reflect that. It is preposterous to think
that the IXes, LBCs and CPBa who all have a very i~rtant part
in this i ••ue, bave abaolutely no legal obligation. to warn
customers and. therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risk. of
toll fraud with their equi~ftt and provide reco..ended counter
methods. It is critical that aKa ship equip.ent without default
passwords which are well known within'the hacker co.-unity.
Pas.worda .hould'be 'created dilriJicJ the in8tallaeion of the
equipaent'with the custo-er. t1ill-itnoWledge.CPEs'should be
~~ir..~,.t.~ '~hC~ud. eUrfty-~el'.tted har.c1~~re ~~d .so~t~a~~ in the
pr1ce"of·thel:r .y.t.... WIlen you 'buy a car~ the'lock and'key are
provid:ed in the design and. price of the car. Mot an adjunct that
you have to purchase later.

No. of CoPies rec'db
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While the prCMJT- offered Ity IXC8, auch as lleI Detect, A'l"T
lfetProtect and Sprint Guard bave brok.n n.w ground in r.lation
to prev.nting toll fraud, they .till don't do enough. Sa.. of
th....ervic.. are too expenaive for ...ll.r ca.pani•• and the
educational in~....tion i••uperficial. JIonitorinq llty the IXCs
.hould be a part of the ba.ic int.rcbaJMJ. service offerincja, a.
all ca.panie., larv- and ...11, are vulnerable to toll fraud. If
th. IXC. w.r• .anitorinq all traffic, th.re wouldn't be any
ca... of toll fraud for perioda lo....r than a day. A. hack.rs
beqin new_thode of breaking in to .y.t_ by u.ing local lines
in.tead ot 800 nu.ber., the LEe••hould be required to offer
-anitorinq .ervice••iailar to the IXC••

I applaud tile provi.ions outlined in the IfPRJI on shar.d
l1al5111tY'. !bey are fair and -.ptitaltl.. Shared liability will
require clear detinitiona of the apecific r ••ponaibiliti.. of
the CPB owner to secure tbeir equl.,..nt, the _nufacturer to
adequately warn the cu.ta.er of the of the toll fraud risk.
associated with feature. of the CPJ:, and the IXC. and LlIC. to
off.r detection and prevention pa-oc.rr- and educational
.ervice•• If toll fraud occur. and one of the partie. should
fail to ..et th••• re.pon.ibiliti.. and prove to be neqliqent,
then they .hould bear the COltt of the fraud. I do not beli.ve
any daaaqe. should be .warded to the aCJ9rieved partie.. Should
all p.rtie. have ..t the .tor..-ntioned responsibilities, and
toll traud occurs, then liability should be shared equally.

However, shared liability only .ddr••••• the syaptoa of the
proble. of toll fraud and not the cause.

The root of this insidious cri.. of toll fraud is the hacJc:.r
co..unity. As the inforaation hithway widens, so do the endles.
opportunities for hackers to ca.proaise our co..unic.tion
systea.. I do not believe it when the hackers state they only
'hack' to qain knowledge. If this w.re th. cas., there wouldn't
be a toll fraud probl_. While it i. the hacker who break. in to
the .yste•• and sells the inforaation, it i. the call .ell
operations that trUly profit fre. it.

Until we COIle up with an .dequate _thad for law enforc_nt to
catch and pros.cute th••e cri.inals, toll fr.ud will continue to
qrow beyond the $5 billion probl. it i. today. We aust d.v.lop
leqi.lation th.t cle.rly defines and penalize. this cri.inal
activity and qive. law enforee.ent the tool. it need. to track
and prosecute the perpetrators of toll fraud.



Toll fraud i. an illaqal, fraudulent theft of .ervice. I ..
encouraged that if we all work tOCJether we can Jlake a po.itive
i.pact on this terrible probl...

Sincerely,

~~
Lowell R. Dorn

LRD/bv
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Ball State University
Business Affairs
Telephone and Postal Services
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January 20, 1994
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FCC· MAIL ROOMMr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, DC 20554

Dear Mr. Canton: j"
As a telecommunication professional I. mint, 'ested in the swift
implementation of CC Docket no. 93-292

Fraud control is and should be a shared responsibility among PBX
owners and the IXC's, LEC's and CPE vendors.

Monitoring of calling activity by the IXC's should be standard
operating procedure.

NPRM seems fair - it should clearly define the responsibilities of
the parties.

I believe you are aware of the financial impact of toll fraud and
ask that you help us all by pushing for the necessary reform
regulations.

Nial, Director
Services

JPN:rb

No. 01 Copies rae'dh
UstABCOE

317-285-8417 Muncie, Indiana 47306-0775
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January 14,1994

Mr. William F. Canton
Acting Seaetary
Federal Communications
1919 M Street NW
Washington, DC. 20554

Re: CC Docket 93-292

One North State Street
Chicago IL 60602-3300
3125800069
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Dear Mr. Canton:

It was with great interest that I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for supporting telecommunications
systems in a firm. with global presence, I am encouraged by your initiative to investigate and address the
important issue of toll fraud.

Security is very important to us. We work diligently with equipment suppliers and carriers to insure
that our systems have been installed and are maintained with all recommended security measures in
place. In our experience, equipment suppliers and their technicians' knowledge of toll fraud risks and
associated security measures vary greatly. The variance between vendors is understandable, but the
variance within a single organization is not. The amount of attention paid to security aspects of the
system. is determined solely by the expertise of the specific installation or maintenance team. Some
guidelines or standardization in this area would benefit all concerned parties.

It has been our experience that IXC monitoring of our lines has been hit or miss. We have been notified
by one carrier several times of suspect usage and been able to halt fraud in progress quite quickly. On
another occasion, notification was not made even though their systems flagged the unusual calling
patterns. Another carrier wouldn't provide any call detail before the normal invoicing date or monitor
usage on a real-time basis. This carrier assured us that we had experienced only a small amount of
fraud during a weekend; then sent an invoice for 4000% more. A large number of our lines are
dedicated ones which the IXCs monitor on a fairly regular basis. When calls are placed via the dial I
carrier or using carrier access codes, there appears to be little, if any monitoring on the part of the IXC or
the LEe.

Toll fraud is an illegal, fraudulent theft of service. Until we come up with an adequate method for law
enforcement to catch and prosecute these criminals, toll fraud will continue to grow beyond the $5
billion problem it is today. We must develop legislation that clearly defines and penalizes this criminal
activity and gives law enforcement the tools it needs to track anu prosecute the perpetrators of toll
fraud.

Very truly yours,

~o.~
Joan A. Johnstone

Copies to:
Mr. Wayne W. Davidson, Chicago-69W
Ms. Teana P. Wright, Chicago-69W
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